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Step 1 - Licenses and Accounts

Start managing your greenBackup subscription by logging into your greenBackup Console:

https://baas.acronis.com.

These are the options available in Account Management Console:

@ CPC_PA- 233291 / Q &

@ OVERVIEW CYBER PROTECTION Adding new Administrator
SS2EE ﬁ Switching to Cyber Security Console
Operations

Totals

A'i'é UNITS
Toral cloud storage size

€§3 USERS @ 431.81MB
Data sources Adding new accounts or groups

REPORTS
@ AUDIT LOG

(Legacy) Cyber Protect - Advanced Edition

Workstations Servers Virtual machines
|{§} SETTINGS | Ho 0 [
Mabile devices Office 365 seats G Suite seats
o [ o Go
. . Web hosting servers Websites
Personalization ¢
@0 0

Click Manage Accounts to open greenBackup Console.

These are the options available in greenBackup Console:
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Manage account

DASHBOARD

Overview
Alerts o

Activities

Threat feed

DEVICES

PLANS

ANTI-MALWARE
PROTECTION

SOFTWARE
MANAGEMENT

G |Q@| & |D

Ep [D

BACKUP STORAGE |

REPORTS

%

SETTINGS

Overview

] Message center

Active alerts summary

® Acti failed 1
® Managed 1 ctivity faile

W Management of different Devices

Alert time Alert type Alert severity +

4:01 PM © Error

“ Management Protection Features

/' Backup management

#CyberFit Score by machine @

Device name

Activity failed octoapp02.octopus.local

Machine name #CyberFit Score Findings
~ B octoapp02.octopus.local 625
e rnhasarn - o Vst b ansi malainen neaeasrinn anahind

B @ ®

Add widget &, Download [ Send
Activities
5
F)
3
2 ‘
. 11
85ep 105ep 125ep 145ep
Plan name Alert message o]
Access is denied.
o

Step 3 - Installation and Backup

1. Having an active Backup Account you can install the software (see this article if you do not have a
Backup Account yet). Click Manage service:

@ CPC_PA-233291

(=) overview

Usage
Operations
6%:\ UNITS
0,
f‘Uﬁ USERS
=
REPORTS
@ AUDIT LOG
{§} SETTINGS

2. Click on Add:

CYBER PROTECTION

Manage se

Totals

Total cloud storage size

& 0GB
Data sources
(Legacy) Cyber Backup - Standard Edition

Waorkstations Servers

= =
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x = oo
All devices 8 8B @ @
@ DASHBOARD Type Name * Account #CyherFit Score @ Status o] @ edtE
octoapp02.octopus.local (ICS Test) green.ch AG ... O 625, Not pro
Bl oevices & recovery
All devices Connect via RDP
% client
Machines with agents
] Connectvia
"5 HTMLS client
CPC_PA-233291
) Shareremote
Unmanaged machines & onnecion
Data protection map Run remote
<
- assistance
@ PLANS
&3 pauen
@ ANTI-MALWARE
PROTECTION % Details
m SOFTWARE
MANAGEMENT @ Activities
&) sackup sTorace Q@ Herss
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Backing up entire machine, disks, files or system state

1. In Cyber Protection console, click Protect:

All devices octoapp02.octopus.local X
Q search Ao Applied protection plan: 1 Add plan
(<) pasHBOARD Kype gahanee H

Cyber Protect Essentials
octoapp02.octopus.local

E DEVICES

2
Backup -
All devices % Files/folders to Cloud storage, Monday to Friday at 23:00
Machines with agents Backup scheduled Sep 4, 2020, 23:27
i
CPC_PA-233291 What to back up Files/folders
Unmanaged machines 6‘.9 Items to back up [All Profiles Folder]
Data protection map El Where to back up Cloud storage
Schedule Maonday to Friday at 23:00 @
@ PLANS
&
o How long to keep Keep backups infinitely

@ ANTI-MALWARE

PROTECTION EI (]

R o RUN now

Step 4 — Recovery

You can recover files/folders or disks and entire machines.

Do the following to recover files from a backup:

1. Loginto Cyber Protection console and click Recovery:
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All devices E B ® @
Q Search Selecred Loaded: 1 / Total: 1 -'\t\o #CyberFit Score

@ DASHBOARD Type Name * Account #CyherFit Score @ Status 3 @ et
octoapp02.octopus.local (ICS Test) green.ch AG ... ) 625/850 lot protectey
g o
Al devices Connect via RDP
client

Machines with agents
] Connectvia

3

HTMLS5 client
CPC_PA-233291

Share remote
Unmanaged machines & connection
Data protection map Run remote

assistance

@ PLANS

ANTI-MALWARE

&3 pauen

Q@

PROTECTION %
Details
m SOFTWARE
MANAGEMENT @ Activities

2. Select Recover files/folders:

All devices octoapp02.octopus.local X
1backup  Delete all r
@ DASHBOARD Type  Name ¢ &

Today, 15:53
Backup plan: Cyber Protect Essentials
Size: 631 MB

VM octoapp02.octopus.local

EJ oevices

All devices

Machines with agents RECOVER FILES/FOLDERS

CPC_PA - 233291

&l &

&l

3. Select files and click Recover. When recovering from the Cloud storage, select either to recover
files or to download them in an archive:

Recover from a local storage Recover or download from the Cloud storage
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X Workstation1 > C:
Name Type +
-—
e Folder
-—
Wl Program Files Folder
-—
I Program Files (xB6) Folder
-—
Wl Programbata Folder
-_—
Wl 5ystem Volume Information Folder
-—
v [l ves Folder
-—
- Windows Folder
[ | bootmgr File
[ | BooTnxT File
[ | image File

Size  Last change

389.02 KB

1 bytes

512mB

Sep 30 07:17 AM
Jun 18 03:18 PM

Mar 25 08:28 PM

[3 recover

X Workstation1 > C:

v Name Type Size  Last change

-—
v - Users Folder

D RECOVER DOWNLOAD

Select the location you want to recover or to download the files to:

X Recover files

MACHINE THAT WILL PERFORM RECOVERY

Workstation1

RECOVERTO
Original location

@ Custom location
G\

Browse...

START RECOVERY @ RECOVERY OPTIONS

To the original machine

Log in to Cyber Protection console and click Recovery:
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All devices E 8 @ @

Q search Loaded: 1/ Total: 1 -'\"-o #CyberFit Score
@ DASHBOARD Type Name * Account #CyberFit Score @ Status fo} @ o,

octoapp02.octopus.local (ICS Test) green.ch AG ... Q 625/!

g DEVICES

All devices Connect via RDP

client

&

Machines with agents

Connect via
HTMLS client

&f

CPC_PA-233291

£) Shareremote
Unmanaged machines & connection
Data protection map Run remote
>
- assistance
@ PLANS
88 paren
@ ANTI-MALWARE
PROTECTION I%
Details
m SOFTWARE
MANAGEMENT @ Activities
&) sackup sTorace 0]
Alerts
REPORTS
E % Add to group
{§} SETTINGS ®
Delete
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2. Click Recover:

(%) DAsHBOARD
EJ oevices

All devices
Machines with agents

CPC_PA - 233291

All devices octoapp02.octopus.local
Storage: 233221

1backup Delete all
Type Name 1

B F

Today, 15:53

Backup plan: Cyber Protect Essentials
631 MB

Contents: File

Backup type: Full

RECOVER FILES/FOLDERS

octoapp02.octopus local

& & &

3. Specify recovery options if you need them, otherwise skip this step:

X Recovery options
Q  search by name
Backup validation
Error handling
Pre-past commands
Restart during recovery
SID changing

Windows event log

Validate backups before recovery

yes

Validation is a time-consuming process, even for an incremental or differential
backup, which are small in size. This is because the operation validates not anly
the data physically contained in the backup, but all of the data recoverable by
selecting the backup. This requires access to previously created backups.

4. Click Start Recovery:

TARGET MACHINE
RU-SP-WIN8-64

DISK MAPPING
Disk 1 — Disk 1
Disk 2 — Disk 2
Disk 3 — Disk 3

X Recover machine

START RECOVERY Eﬁk RECOVERY OPTIONS
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To another machine with installed Agent

1. Click Recovery:

All devices

@ DASHBOARD
Bl oevices

All devices

Machines with agents
CPC_PA-233291
Unmanaged machines

Data protection map

@ PLANS

@ ANTI-MALWARE
PROTECTION

m SOFTWARE

MANAGEMENT

Click More ways to re

Q sSearch

Type Name *

octoapp02.octopus.local

cover:

All devices

(¥} DAsHBOARD
EJ oevices

All devices
Machines with agents

CPC_PA- 233291
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Type Name

octoapp02.octopus.local

Account

(ICS Test) green.ch AG ..

octoapp02.octopus.local

1 backup

B ¥

233291

Delete all

N = =

-'\f-o #CyberFit Score

® ®

#CyberFit Score @

) 625

Status

o B erotect

% Connect via RDP
client

=] Connectvia
HTMLS client

Share remote
&

connection

Run remote
assistance

% Patch
IEI Details
@ Activities

X
T,
<

Today, 15:53

g &

Backup plan: Cyber Protect Essentials
e:631 MB
nts: File

Full

RECOVER FILES/FOLDERS

all



O

green

2. Click Select machine:

All devices

BT -

(%) DasHBoARD Type  Name 1

octoapp02.octepus.local

£ oevices

All devices

Machines with agents
CPC_PA- 233291
Unmanaged machines

Data protection map

B ruans

3. Select the target machine from the list:

Select machine

Search by name
SQLserver.corp.acronis.com

Workstation1

il °o x

moving. forward.

octoapp02.octopus.local

o There are no backups of the selected devices in the known locations.
Refresh

®m ¥

Recover a backup of ‘octoapp02.octopus.local' to another machine.

SELECT MACHINE

Browse the cloud storage, view the contents of the backups, and download files that you
need

DOWNLOAD FILES

& &

[ Recover the entire machine, its disks or files by using bootable media.
If you do not have the media:

&

DOWNLOAD IS0 IMAGE


https://kb.acronis.com/system/files/content/2015/07/55912/55912-09.PNG
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4. Specify recovery options if you need them, otherwise skip this step.

5. Click Start Recovery.

In case the disk layout of source and target machines do not match and cannot be mapped, you

will be offered to download the bootable media. Please proceed with recovery as described in the

next section.

To a new machine or to a machine which does not boot

1. Click Recovery:

All devices B 8 ® @
@ DASHBOARD Type Name * Account #CyberFit Score @ Status &3 @ Briieet

E DEVICES

octoapp02.octopus.local

(1CS Test) green.ch AG ...

) 625/850

(T) Recovery

All devices Connect via RDP
client

Machines with agents
Connect via
HTMLS client

CPC_PA-233291

Unmamaged machines

Data protection map

PLANS

ANTI-MALWARE

E @ @

Share remote

6:7 connection

Run remote
assistance

% Patch

PROTECTION E
Details
SOFTWARE
MANAGEMENT @ Activities
8 sackup sTorace 0]
Alerts
REPORTS
E % Add to group
@ SETTINGS

2. Click More ways to recover:

® Delete

All devices octoapp02.octopus.local X
1backup Delete all r

(7} DASHBOARD Types Hame® &
Today, 15:53 &

EJ oevices

All devices
Machines with agents

CPC_PA - 233291
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& & &

nlan: Cyber Protect Essentials
ze: 631 MB
File
ype: Full

RECOVER FILES/FOLDERS
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3. Click Download ISO Image:

All devices octoapp02.octopus.local
Qs "\‘L" o Elgreesars no backups of the selected devices in the known locations.
@ DASHBOARD Type Name + @ Recover a backup of 'octoapp02.actopus.local' to another machine.
SELECT MACHINE
octoapp02.octopus.local

£ oevices

All devices

Browse the cloud storage, view the contents of the backups, and download files that you
need

DOWNLOAD FILES

& &

Machines with agents

[ Recover the entire machine, its disks or files by using bootable media.
CPC_PA - 233291
If you do not have the media:
Unmanaged machines 6“7 D 5
Data protection maj
‘ ‘

B ruans

&

DOWNLOAD IS0 IMAGE

4. Burn the ISO downloaded to removable media (e.g. CD/DVD or USB flash drive).

5. Boot the target computer with the bootable media.

6. Click Manage this machine locally:

4 Bootable Backup Client

I Bootable Backup Client

You can manage this machine remotely or locally. For remote management, connect
Backup Management Consale ta this machine (see its IP address below).

e

N

|' # Manage his mach ine bcally

J?_h = o canback up nd recos /= s e parform ot cperticrs.
A

Hostname:  localhost Configure network...

IP address: 182.168.218.1490

You can turn on MouseKeys to control the mouse pointer using the numeric keypad.
Press either CTRL+M or F10 and control the pointer using the numeric keypad keys.

Turn off Reboat

moving. forward.
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7. On the welcome screen click Recover:

4 Recowery Bootable Media - Connected to This Machine (Local Connection) as root

Welcome to 'localhost’

The the action to perform or the tool o use.

Actions

0 Apply Universal Restore

Mawigation

Browsevaull

Log

8. Click Select data and browse for Cloud storage or local storage:

= x|
Recover data
i will you click OK at the botiom of the page.
o
leet dat S | Bepur=s

Ganrel

9. Select backup and backup contents you want to recover:

4 Data to Recover Selachon B
oct what "
Browse the “Drata view” 10 s@lec! xact 1695, 10lders, volumes, or ks i recaver, OfMensss, bewne T8 “Archars virw’ for e backup that
CONIAINS Mg FUFDE BACKRD-UD 313
Data path. | avisjonline? accountss doiermaxei 20 20vmb ackup 254 0gman com W2 iproviderk JdAcronis Browse.
Show:  Retresn
Archive name Crwner Locaws on Creaipg = Occupie . Backed- . Backup | Comments
% baas-Misol . Acronks Agent Use baasvMsolmionl. I26N460033AM 10976 N A
# i baas-WMsol . Acronis AgendUise  baas-VMsolonl . IRTHASODIMPM  S45TGE NA
¥ Backug #3 WTINASO0I4PM  NA A Increm
o Backuy #2 WHASO0IZPM  NA HiA Intrem
§ Backup wi [0 A Fuil
Bathup consents CR)
Vighum Type ¥ Capachy Froe space File syitem
a Basic !
Syttem Reserved Pri Act 100 MB TE86MB NTFS
NTFS (63 Pri 59968 414568 WIFS v
' D Hyou are meovaring & syviemwokame, recover he citk's MBR also o make B recoversd volume bootuble
cancel
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10. Click Recover to and confirm destination for data to be recovered:

®©

Configure the recovery operasion that will st immediaely after you click OK ai the botiom of e page.
[ —
B
Fisrnove € Master Boot Records 1 MER . -
Femave  Disk 1 (Bask, MBR, 60 G8)
I——
Ricower 1o | al 0
ear Disk1
NT signature
T A niew N signature will be crestod ondy if @ wxiging one difers Bom hat in the backup
Omarwise, 1o axisting signature will be kapt
v—
e s
Universal Restore |t
T To allow 704 52 DOk U #1 OPEXSANG 57416 fREoVared 1 IEmIIar hardward or 10 3 vimssl
MAching, B3Ckup Lnivarsal Rustors will SEarch and install drvers tha bamer 1 e target
hardwire
oK Cancel

11. Set up recovery options and enable Universal Restore when recovering to dissimilar hardware.

12. Click OK to start recovery.
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